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1. Introduction

On a bright and sunny morning of September 11, 2001 (hereafter referred to as 9/11), nineteen middle-aged Arab men—believers of an extreme interpretation of Islam and members of a terrorist organization calling itself al Qaida—boarded four U.S. commercial airliners with the intent of hijacking the plans and using them as makeshift guided missiles to attack American landmarks. Once airborne, all four teams of hijackers successfully took control of their respective airplanes and began to carry out their lethal plan. Two of the planes were flown directly into the twin towers of the World Trade Center in New York City, resulting in a massive fire which weakened the structural integrity of the skyscrapers and eventually caused them to collapse. A third team piloted their aircraft into the Pentagon, headquarters of the U.S. military, on the outskirts of Washington, DC. The fourth team, however, was en route to their target (also in Washington, DC) when the passengers stormed the cockpit in an effort to retake the aircraft. The terrorists then forced the plane into a nosedive and crashed in a Pennsylvania field. By mid-morning, nearly 3,000 lives had been lost, including the passengers on all four planes, occupants of the buildings attacked, and hundreds of fire department and police officers who were attempting to evacuate the World Trade Center when the towers collapsed. 
The events of this morning were obviously dramatic, but their impact was felt nationwide with great immediacy as they unfolded—mainly because these events happened on live television. As several research studies have noted, on 9/11 people nationwide turned to television, radio and the Internet to learn about what had happened, and for some the media became an extremely significant means for the spread of fear.
 After the first airplane hit the World Trade Center, TV camera crews in New York City raced to the scene, while other cameras situated on tall buildings throughout the city were turned to focus on the burning skyscraper.  Thus, when the second tower was hit, Americans nationwide saw it happen live. The collective gasp of horror uttered by news commentators at the scene was echoed throughout a nation that had just witnessed an act of mass murder. 
The 9/11 attacks left an impact on the citizens of the United States similar to only one other event in our history: the attack on Pearl Harbor in 1941. In both cases, an act of violence, perpetrated by a lethal and cunning adversary, took us by surprise and shattered a widely-held assumption of invulnerability. In the months immediately following both attacks, a new sense of national vulnerability led to changes in a variety of domestic and foreign policies, not all of which were security-related. This essay describes some indications of this sense of vulnerability after the attacks of 9/11, with special focus on the psychological and economic impact of the attacks. After providing an overview of resilience, based on research conducted on the response to terrorism in other countries, the discussion then explores some of the ways in which government agencies and communities throughout the U.S. have responded to the post-9/11 security environment, and suggests five key areas—preparation, education, communication, leadership and building social capital—in which greater efforts can help build our nation’s resilience in the face of the current global threat of terrorism.
2. The Psychological Impacts of 9/11

Witnesses to horrific events such as the attacks of 9/11 often experience symptoms of stress, sometimes for years afterwards.
 The range of psychological and physiological reactions that people experience is based on several factors, including prior experience with the same or a similar event; the intensity of the disruption; the length of time that has elapsed between the event occurrence and the present; individual feelings that there is no escape, which sets the stage for panic; and the emotional strength of the individual.
 According to many psychologists, exposure to terrorist attacks can produce symptoms of what is known as Post Traumatic Stress Disorder (PTSD). PTSD describes an individual who has been exposed to a traumatic event who experiences at least one recurrent symptom related to the event (such as intrusive, repeated recollections or dreams of the event); persistently avoids people, activities or places associated with the event; and cannot recall important aspects of the trauma.
 This individual also shows disinterest in their usual daily activities and a sense of foreboding about the future such that they no longer expect to have a normal life.  These symptoms, in conjunction with hyper arousal (difficulty in falling or staying asleep, outbursts of anger, hyper vigilance, an inability to concentrate, or exaggerated startle responses), may lead to significant impairment in social, occupational or other important areas of the individual’s life.

After the attacks of 9/11, a variety of research studies were conducted to help determine the psychological impact of the attacks. According to one study, about 90% of the residents of New York and Washington, DC, three to five days after the attacks, reported feeling upset, being bothered by disturbing memories, or having difficulty concentrating or falling asleep.
 In another study, residents of New York reported symptoms consistent with PTSD and/or depression.
 According to a study conducted by the RAND Corporation, those living closer to the scene of the attacks, those who experienced a direct personal loss (a friend or loved one) on 9/11, and children were more likely to exhibit these symptoms.
 The impacts of the attacks were also felt far outside of New York and Washington: almost 20% of Americans across the country reported symptoms of distress.
 Certainly, constant news coverage of the attack and its aftermath—complete with many replays of the video footage showing the second plane hitting the World Trade Center—helped Americans far from these cities feel closer to the event.

A survey conducted by NBC News and The Wall Street Journal on September 12, 2001 found that the most frequently reported emotional responses among Americans to the attacks on 9/11 were anger, sadness, and disbelief.
 Sadness was the most frequent reaction among New Yorkers, followed by anxiety and fear.
 Sixty percent of Americans said that they cried, 50% that they were tense or nervous, and more than 45% reported feeling “sort of dazed and numb.”
 Another commonly cited response to the attacks was an outpouring of assistance amid the grief. Indeed, research has shown that immediately after the attacks, injured and disabled persons were not run over by panicking crowds or left behind helpless, but instead had been carefully assisted and taken calmly to emergency service personnel.

People did many things in response to the attacks, but what they did not do was withdraw from others.
 In New York City, food banks and Salvation Army posts were filled with donations of bottled water, food, clothing and dog food for the animals helping in the search around the World Trade Center, while a national survey found 36% of Americans making donations to relief services.
 Shortly after the terrorist attacks, more than 9,000 grief and crisis counselors arrived in New York City to provide aid to families and rescue workers.
 According to one study, the number of Americans who thought that others were helpful was higher than it had been since the 1970s.

In a related development, a surge of interest in the nation’s military services led to higher recruitment and enrollment figures for several months after 9/11. Similar trends were seen by recruiters for CIA, FBI, Air Marshall and other agencies, while the heroic status accorded to the NYPD and FDNY led to greater interest among children nationwide in becoming a police officer or fireman. A surge of flag-waving patriotism was also seen, with speakers fomenting nationalist pride by reminding us of great American achievements: our country has landed men on the moon and brought them safely home again; we have been victorious in two world wars; we defeated the Soviets in the Cold War; and so forth. A legacy of national success permeates our past, feeding a sense of American pride. Thus, despite the fact that the most powerful and wealth nation on Earth had just been wounded by a handful of radical extremists, it is possible that this patriotic pride helped us in our grieving and resilience-building process. 

According to psychologists Susan Brandon and Andrew Silke, stress and uncertainty produces social behaviors: people seek out others, perhaps to enhance social support, or to help to affirm one’s cultural view of the world and the threat.
 The American Psychological Association notes that “social support is critical to managing stress. Caring and supportive relationships can provide emotional support that may buffer the impact of acutely stressful situations or crises and allow for expression of difficult emotions. Supportive social networks also can provide assistance and information relevant to managing traumatic stress.”

Almost 100% of Americans surveyed after 9/11 reported that what they did that day was to talk with others about the attacks.
 Almost 30% of Americans polled said that they had called or e-mailed a friend or relative in New York or Washington on 9/11, and 75% of Americans checked on the safety of close family members.
 Another widely observed response to 9/11 was a noticeable increase in attendance at religious services. A nationwide survey found that 90% of Americans had religious thoughts or engaged in religions actions, and that 60% had participated in group activities like memorials or vigils, which can provide a sense of community.
 As Brandon and Silke illustrated in their recent study of the psychological effects of terrorism, religion is known to foster recovery during bereavement by providing a stable belief system and by providing social support from a religious community.
 The social aspect of an individual’s response to terrorism appears to be one of the most important. One study of coping with the aftermath of 9/11 revealed that those with smaller social networks, poorer quality social support, and those who resorted to maladaptive coping styles (such as self-blame, substance use and emotional suppression) reported much higher levels of distress after the terrorist attacks.


Another psychological impact of 9/11 is less studied, but lends itself well to a discussion of national resilience in the face of terrorist attacks. On September 12, 2001, the nation awoke with a sense of vulnerability that had not been felt in the American psyche since the December 7, 1941 Japanese attack on Pearl Harbor in. In the instance of both Pearl Harbor and 9/11, the events were unanticipated by the American public.
 In the early morning hours of 9/11 (before the attack), the American public had little reason to feel less secure than they did on September 10, 2001. But the following day—and for months afterwards—many Americans showed symptoms of PTSD, of heightened fear for their own safety (and for the safety of their loved ones), as described above. In one national poll, more than 85% thought that the attacks of 9/11 comprised “the most tragic news” in their lifetime.
 In another poll, 66% of the sample thought it likely that there would be another attack in Washington and New York.
 This sense of insecurity was largely a product of the terrorists’ indiscriminate use of violence against highly visible civilian targets. A new element of potential danger was introduced into our ordinary, daily lives.

And yet, as many observers have noted in the years since 9/11, Americans have shown remarkable resilience and fortitude in coping with the new changes in the global security environment. In fact, for most people, the distress produced by exposure to a single incident does not persist for very long.
 A variety of studies have confirmed that the passage of time has reduced the psychological impact of 9/11 for most individuals. The absence of any significant attacks on U.S. territory since 9/11 has certainly helped this resiliency. In the immediate aftermath of 9/11, socio-psychological changes in the U.S. included an increasing (thought tacit) support among some communities for individual profiling at security checkpoints; increased suspicion of “foreigners” and recent immigrants (illegal or otherwise); a mixture of support for and animosity towards inconveniences of new security procedures at airports; and anxiety about ‘the next attack’—all of which led to widespread public support for the Bush administration’s initial policies of invading Afghanistan, passing the PATRIOT Act, establishing the Department of Homeland Security, and other post-9/11 national security initiatives. Indeed, the visceral response among the American public to the gory details, images and video footage of the attacks produced incredible political pressure for government action. 

If 9/11 did indeed bring about a sense of vulnerability, Americans quickly regained a sense of their relative global power in October 2001 through the defeat and removal of the Taliban in Afghanistan. A great deal of national pride and confidence was produced by the successes of the most powerful military force in the world, and most polls showed strong support for government leaders, emergency response professionals (particularly the NYPD and FDNY), and our global allies (particularly Britain’s Prime Minister, Tony Blair, whom many considered to offer the most articulate damnation of al Qaeda). America stood strong in this dark hour, and as rescue efforts at the World Trade Center were replaced by the gruesome task of recovering victims and clearing away the blood-stained debris, the normal rhythms of most people’s daily lives resumed. Television networks returned to their ordinary programming, people began to fly on commercial airlines again, and the initial shock and grief of the event subsided. 

In sum, although the nation as a whole experienced 9/11 in some fashion or another, most studies indicate that the strongest short- and long-term psychological impacts of the attacks were mainly localized to those in or new Washington, DC and New York City. Memorials and other ceremonies commemorating the victims are still accorded a fairly high profile, but television networks no longer cancel other programs to provide these events with live coverage. Victims’ families have been provided compensation to help their financial recovery, and some have also taken advantage of professional counseling to help them deal with their personal losses. Some who lost their husbands or wives have remarried; many have moved to other parts of the country, with no interest of ever returning to visit the site of the attacks. While the investigation into the attacks of 9/11 received considerable nationwide attention, other events also captured the spotlight, like the Anthrax letters of October, 2001; the Washington, DC sniper of 2002; various hurricanes, tsunamis, earthquakes across the globe; and of course, the military intervention in Iraq that began in March 2003. For most Americans, the grieving process is long over and—much like the nations’ economy—the psychological recovery from 9/11 was relatively swift.
3. The Economic Impacts of 9/11

The attacks of 9/11 had an immediate and dramatic impact on the U.S. economy, particularly on the financial, airline and insurance industries. The New York Stock exchange was closed, share prices and stock indexes declined in value, and the New York Mercantile Exchange was closed, along with banks and brokerages on Wall Street. Several major securities dealers in the critical U.S. government securities market had offices in the World Trade Center, particularly Cantor Fitzgerald, which lost nearly 700 employees.
 Banking and financial markets play a role in the broader economy analogous to the role of the circulatory system in the human body.
 Because of the concentration of so much financial activity in and near the World Trade Center in New York City, one would expect that banking and financial markets would be hit especially hard by the 9/11 attacks. Indeed, according to one study, an estimated 40% of the individuals who perished in the World Trade Center were employed within the financial services sector.
 Consequently, one would expect that the strains produced in these markets immediately after the attacks would present a serious risk to the overall U.S. economy.

Airlines throughout the country were grounded for several days; some eventually went bankrupt, while government subsidies helped others maintain some level of service while restructuring their debts. Airline travel in October 2001 was 20% lower than in previous years, and the resulting drop in passenger flights led to more than 100,000 employees losing their jobs, while airline orders for new aircraft plummeted.
 Other industries were also badly affected, such as hotels, tourism, automobile rentals, travel agents, and civilian aircraft manufactures. For example, hotels reported higher vacancy rates and employment in the sector as a whole fell by 58,000 (about 3%) in October and November, 2001.

Nearly 18,000 businesses were dislocated, disrupted or destroyed by the attacks.
 In Virginia more than 5,000 amusement and recreation jobs were cut from September to October, a 12.6% reduction in that industry’s work force, while the state’s hotel industry shed 1,300 jobs during the same period, a 2.6% drop.
 The closing of Reagan National Airport to protect federal facilities in the Metro Washington area represented a significant economic blow to the region.
 And nationwide, many industries leaned heavily on their insurance providers for help in surviving the crisis. For example, the World Trade Center and the adjacent buildings were insured for $4 billion, the damage to the Pentagon cost another billion to repair, and the four airplanes used by the hijackers were worth between $50 million and $100 million each.
 Overall, the loss of life and property gave rise to the largest property/casualty claim in history, estimated at $40 billion.
 However, generally speaking, stores remained open, people still shopped, ate at restaurants, finalized real estate deals, sold cars, planned weddings, etc. The economy did not grind to a standstill, despite the intentions of Osama bin Laden and his colleagues.


In truth, the U.S. economy in 2001 was already experiencing a reduction in growth. Key economic indicators reflected this, as reported by a 2002 Congressional Research Service report: industrial production reached a peak in June 2000 and slowly began to decline, the two consumer confidence indexes peaked in May 2000 and the unemployment rate began to rise, reaching 4.9% in August 2001 (from a low of 3.9% late in 2000). Nationwide, in all sectors of the economy from mid-September through the end of 2001, new filings for unemployment insurance increased from just over 300,000 per week to nearly 650,000 per week. Data revealed that GDP began contracting in the 1st quarter of 2001, a contraction that continued through the 3rd quarter. This period of contraction would, of course, explain the rise in the unemployment rate. In other words, the economy was softening and the possibility of a recession loomed. 

The loss of the World Trade Center—a primary hub of the nation’s financial sector as well as a major employer and tax revenue provider for New York City—resulted in losses that have been estimated in the tens of billions. Globally, the damage to the U.S. economy had a ripple effect, particularly on our closest trading partners like Canada and Mexico. However, on the national level, positive GDP growth began again in the 4th quarter (at an annual rate of 2.7%, rising to an annual rate of 5% in 2002) despite the attacks of 9/11, and growth has remained fairly consistent every year since 2001.
 In one indicator of renewed consumer confidence in the economy, special financing incentives offered by the automobile companies in October 2001 led to record motor vehicle sales for that month and another near record month in November.
 By comparison, consumer confidence did not fall after 9/11 by nearly as much as it did in the 1990-91 recession.


One reason that the damage to the U.S. economy was considerably less than some had anticipated is that the U.S. economy is so large, so dynamic, and so agile that it was able to absorb the 9/11 attacks with only limited longer-term consequences for either financial markets or the general economy.
 Also, under the leadership of Alan Greenspan, the Federal Reserve cut interest rates aggressively, sending fixed mortgage rates plummeting to 30-year lows and causing a boom in housing sales, refinancing, and new home construction.
 Another reason for the relatively low impact on the economy is that our nation’s financial sector is designed to be resilient. In fact, terrorism scholar Erica Chenoweth recently observed that this particular sector may be more resilient than others in recovering from a terrorist attack, for several reasons.
 First, a significant amount of important work is done by computer, and standard policies exist requiring employees to back up transactions, save information on a regular, networked basis, and store backup materials at offsite locations. Such policies did not arise out of a perceived terrorist threat exclusively, but also out of modern security needs regarding hackers, network blackouts, electricity blockages, fraud, and natural disasters. The nature of modern monetary transactions is such that communications and information acquisition is much more timely and accurate, making markets more efficient and flexible.
 Second, enormous amounts of this industry’s resources have been directed at securing insurance policies. Therefore, when property or data is lost or irretrievable, firms are guaranteed compensation for losses, damages, and liabilities. Finally, the financial service firms on Wall Street and throughout Manhattan have often resided within rented space. Indeed, property lost through disasters is minimal, since these companies have not owned the buildings in which they operate. Therefore, those suffering the greatest losses are the property owners, not the businesses occupying these premises.

Immediately after 9/11 there was considerable concern about the potential for investor panic, which could result from nearly any kind of event indicating market weakness. However, as Chenoweth observes in her recent analysis, this concern was allayed by several important events following the attacks.
 First, the securities market was only closed for four days, opening again after the telecommunications network in lower Manhattan became operational. Although the stock market re-opened on September 17th, it took 19 trading days for the S&P 500 index to bounce back to its pre-September 11th level.
 A second concern was that if individuals withdrew U.S. dollars from banks and other accounts across the country and world, the United States would face liquidity shortfalls. In the immediate aftermath of the attacks, however, the United States’ Federal Reserve provided liquidity through the banking and financial sector in order to calm and stabilize the economy.
 These and other actions in the financial sector helped limit the economic impact of the 9/11 attacks.

The long-term economic impacts of 9/11 have been more significant than the short-term impacts. New York City lost a significant amount of its office space and a number of businesses ceased to exist. Close to 200,000 jobs were destroyed or relocated to other cities, at least temporarily.
 In a survey of New York residents after 9/11, 14% of respondents indicated that they or a family member had lost work as a result of 9/11.
 Insurance premiums have increased throughout most industries, perhaps another reflection of the focus on vulnerability and security described earlier. The 9/11 attacks inflicted the biggest single loss— currently estimated at $50 billion—ever sustained by the global insurance industry. A survey conducted by the Conference Board after 9/11 found that insurance costs had risen on average 33% since 2001, while costs for 20% of companies surveyed had doubled.
 Rescue, cleanup and related costs in New York and Washington, DC have been estimated at over $27 billion.
 Huge sums of money are also being spent on government reorganization and other initiatives in the name of improving homeland security. Defense spending in particular grew by about 9.25% in real terms in the fourth quarter of 2001, and the costs of military intervention in Afghanistan and Iraq have been enormous.
 


According to the aforementioned 2002 CRS report, “large amounts of resources are and will be committed to making production, distribution, finance, and communication more secure in the United States. Resources that could have been used to enhance the productive capacity of the country will now be used for security. Since it will take more labor and capital to produce a largely unchanged amount of goods and services, this will result in a slower rate of growth in national productivity, a price that will be borne by every American in the form of a slower rate of growth of per capita real income.”
 The private sector is bearing some of these costs. The President’s Council of Economic Advisers has estimated that private business spent an estimated $55 billion a year on private security before 9/11; since then some experts forecast that corporate America may have to increase that spending by 50-100%.

A number of low-cost airlines—already operating precariously close to the profit margin—have gone out of business, leaving fewer choices, fewer flights, and less competition in the airline travel market. Increased border security has in some cases slowed shipments of goods, including those used in the production of finished goods in the U.S. For example, some automobile assembly plants along the U.S.-Canadian border had to stop temporarily or slow operations because cross-border shipments necessary for just-in-time inventory systems were delayed at the border.

Overall, the short-term direct impact of the 9/11 attacks on the U.S. economy were not as significant as the financial costs of the long-term response that is still underway. Two overseas military interventions, combined with a plethora of homeland security initiatives at the federal, state, and local levels, have made it an almost impossible task to accurately calculate the full economic impact of 9/11. As discussed in the next section of this essay, these initiatives are largely focused on preparing communities for future terrorist attack. The American people responded to the 9/1 attacks with courage and conviction, and these initiatives are meant to strengthen our resilience in the face of the global terror threat.
4. Developing the Resilience of American Communities

Resilience has been described as a phenomenon whereby individuals show positive adaptation in spite of significant life adversities.
 The construct of resilience was developed on the basis of observations of people who not only survive, but thrive, in situations of extreme adversity.
 According to the American Psychological Association (APA), resilience is a “process and outcome of successfully adapting to difficult or challenging life experiences, especially highly stressful or traumatic events.”
 A recent guide produced by the APA suggests that characteristics of resilient people include:

· Optimism – maintaining hope about the future is associated with the use of active, problem-focused coping when dealing with stressful life events.

· Self-efficacy – confidence in one’s skills to manage or accomplish the task at hand (Bandura, 1982) results in sustained effort and a greater likelihood of success.

· Intellectual mastery – belief in one’s ability to exert positive control over their environment, and to break down complex problems into smaller, more accomplishable tasks and goals can result in a series of immediate successes that enhance feelings of mastery and control over the problem.

· Social competency – as described earlier, the social aspect of responses to terrorism are important . . . social skills help one deal with stress in a constructive and positive manner.

· Cohesive family - Evidence suggests that family cohesion and support buffer the negative impact of stress in youth, perhaps because they promote active coping and reduce emotional distress.

· Models – When an individual’s peers, parents, siblings, or others in their life model effective coping with stress, this provides important learning opportunities.

Another dimension of an individual’s resilience is often called “hardiness,” defined as being committed to finding meaningful purpose in life, the belief that one can influence one’s surroundings and the outcome of events, and the belief that one can learn and from both positive and negative experiences; a kind of self-enhancement.
 This term is also used to describe those who are actively engaged, who believe they can influence the course of events in their lives, and who accept change as a part of life—as a challenge rather than a threat—and know that it can be beneficial.
 Evidence suggests that hardiness buffers the negative impact of stress, perhaps because it is associated with appraisals of events that minimize emotional distress and promote active coping.

Resilience is also used in psychological research to describe “an interactive product of beliefs, attitudes, approaches, behaviors, and, perhaps, physiology, that help individuals fare better during adversity and recover more quickly following it.”
 According to the APA, “resilient people bend rather than break during stressful conditions, and they return to their previous level of psychological and social functioning following misfortune. Being resilient does not mean that one does not experience difficulty or distress or that life’s major hardships are not difficult and upsetting. Rather, it means that these events, although difficult and upsetting, are ultimately surmountable.”

A review of the research on impacts of 9/11 indicates an admirable level of resilience among the victims of the terrorist attacks. For example, sociologist Tom Glass has noted that that the evacuation of the World Trade Center in New York was self-generated, orderly and without panic.
 Psychologically, the number of PTSD cases reported immediately after the attacks were relatively small considering the size of New York’s population (over 8 million), and the number of such cases reported six months later was only a fraction of that. Economically, most industries showed little (if any) impact, and those which did suffer more than others—including the aviation, financial and insurance industries—have shown a level of “hardiness” and an ability to “bend rather than break during stressful conditions,” to borrow the terms used by the APA to describe resilience.


In the U.S. today, efforts to strengthen our communities’ resilience in the face of a global terror threat are driven by an almost universal conviction that “we must do something to protect ourselves” from future terrorist attacks (regardless of who “we” are or how small the city is that “we” live in), and prepare ourselves for responding effectively when such attacks occur. Thus, we have seen a host of measures—many of them related to educating and equipping first responders and emergency personnel—taken by large and small municipalities throughout the U.S. Many of these are sponsored or directed by the federal government. For example, in August 2005, the Department of Homeland Security announced that Kentucky was the first state in the nation to complete the National Incident Management System Capability Assessment Support Tool (NIMCAST), the first step in a process to reaching full National Incident Management System (NIMS), compliance. The NIMS was established by DHS to provide a consistent nationwide template to enable all government, private-sector and nongovernmental organizations to work together during domestic incidents. NIMS compliance is a prerequisite to obtaining most federal preparedness funding. The NIMCAST is a web-based, self-assessment system that state agencies and local jurisdictions used to evaluate their incident response and management capabilities. It also identifies how compliant an agency is with federal incident management guidelines.

Meanwhile, in recent years public health workers have been trained using role-playing exercises and actual disaster drills to prepare them for a multitude of catastrophic scenarios.
 For example, on April 14, 2005, more than a dozen local, state and federal organizations in Provo, Utah responded to the mock detonation of a weapon of mass destruction at Brigham Young University (BYU). The exercise revealed several deficiencies in response preparation, including approaches to decontamination and a lack of ambulances.
 In another example, public safety officials, first responders and county staff in Yamhill County, Oregon held an emergency training exercise on November 9, 2005 to simulate a situation in which flu vaccinations are provided on a mass scale.
 Such exercises are required by the Federal Emergency Management Agency, to help ensure the preparation of our communities in case of emergencies. On July 21, 2005, authorities in South Carolina held a dramatic terrorism response exercise involving an explosion at Clemson University’s Memorial Stadium during a football game; the discovery of suspicious packages at Oconee Memorial Hospital and the Abbeville Opera House; and simultaneously, a train accident involving a tractor trailer rig in Anderson, featuring a hazardous material spill which required an evacuation of surrounding areas.


On October 6, 2005, Southern Nevada emergency responders held a terrorism drill dubbed “Operation Loaded Dice,” involving simultaneous car bombs at the Galleria Mall in Henderson, the Meadows Mall in Las Vegas and at a site in Mesquite. The drill involved dozens of dead, wounded and dazed actors who were treated just like they were real victims, and tested the capacity of local firefighters, paramedics and police officers to respond to an event of this magnitude with current levels of personnel.

On October 8, 2005, emergency workers in white and yellow full-body protective gear and gas masks surrounded the Darlington Raceway in Darlington, South Carolina as they prepared for a deadly scenario: a terrorist attack at the renowned track, part of a state-coordinated drill to prepare emergency workers and authorities in case the area is hit with a weapon of mass destruction. The simulated chemical attack happened on the track’s infield. The emergency workers created a perimeter around the track with yellow tape marking off the “hot zone,” which included the decontamination showers and the scene of the attack. Special teams from Florence County and Sumter County emergency operations centers sent their members to inspect the hot zone for about 30 minutes each, until the air tanks on their backs ran out. These special teams are called COBRA, which stands for Chemical, Ordnance, Biological and Radiological. The state Emergency Preparedness Division determined which chemical weapon was supposed to have struck the track, and it was the COBRA teams’ role to determine which chemical they were dealing with. The teams staggered their arrival times to simulate how quickly they could respond during a real attack.


Also in October 2005, a four-day emergency preparedness drill was held which eventually involved five states. The drill began with mock reports of widespread illness across western Virginia, and included a simulated truck crash that set free a load of possibly diseased prairie dogs. Led by the Virginia Department of Health, the exercise tested response efforts and communications among state agencies, 32 hospitals in Virginia, and officials in Virginia, West Virginia, Kentucky, North Carolina, and Tennessee.
 Later that month, a drill was conducted in Virginia Beach involving a simulated “ammonia” leak from a rail car and school buses loaded with students,
 while in nearby Kentucky, a simulated chemical emergency at the Blue Grass Army Depot in Richmond tested the preparation of emergency response teams in 10 counties.
 


In Porter County, Indiana, local officials grappled with a scenario for school and emergency workers in which a tanker truck filled with chlorine overturned near Boone Grove High School. A chemical plume was headed toward the school and would arrive in about an hour. Thus, without enough time to get busses and drivers to the school to evacuate hundreds of students, the decision was made to “shelter in place” and implementing a lock down (a status where no one gets in or out of the school), in essence sealing the building until it was out of danger.
 And in Saline County, Missouri, a simulated chemical spill disaster exercise was held at Bueker Middle School to test the effectiveness of communication between agencies, as well as the ability of school officials to deal with parents, evacuate students, and secure buildings by shutting off power, gas flow, and air intakes.


Community Emergency Response Training (CERT) initiatives have been developed throughout the United States, and are designed to give ordinary residents the necessary skills and knowledge to react and control the situation for a period of 72 hours following a disaster. Some of the skills residents are expected to learn through CERT training include triage victim assistance, light search and rescue, putting together a command post and a small medical treatment center, and managing a water and ice distribution center.
 The Community Emergency Response Team concept was developed and implemented by the Los Angeles City Fire Department (LAFD) in 1985. The Whittier Narrows earthquake in 1987 underscored the area-wide threat of a major disaster in California. Further, it confirmed the need for training civilians to meet their immediate needs. As a result, the LAFD created the Disaster Preparedness Division with the purpose of training citizens and private and government employees. FEMA’s Emergency Management Institute (EMI) and the National Fire Academy adopted and expanded the CERT materials, believing them applicable to all hazards. 

Today, CERT training is made available to anyone online via the Citizen Corps website (www.citizencorps.gov).
 While anyone who takes this training will certainly benefit, communities can supplement its response capabilities by recruiting and training their citizens in neighborhood, business and government teams that can provide immediate assistance to victims in their area, organize spontaneous volunteers who have not had the training, and collect disaster intelligence that will assist professional responders with prioritization and allocation of resources following a disaster. Here, the CERT training is provided by a team of qualified first responders, and is usually delivered in 150-minute sessions, one evening per week over a 7-week period. The training consists of the following sessions:

Session 1, Disaster Preparedness: Addresses hazards to which people are vulnerable in their community. Materials cover actions that participants and their families take before, during, and after a disaster. As the session progresses, the instructor begins to explore an expanded response role for civilians in that they should begin to consider themselves disaster workers. Since they will want to help their family members and neighbors, this training can help them operate in a safe and appropriate manner. The CERT concept and organization are discussed as well as applicable laws governing volunteers in that jurisdiction.

Session 2, Disaster Fire Suppression: Briefly covers fire chemistry, hazardous materials, fire hazards, and fire suppression strategies. However, the thrust of this session is the safe use of fire extinguishers, sizing up the situation, controlling utilities, and extinguishing a small fire. 

Session 3, Disaster Medical Operations Part I: Participants practice diagnosing and treating airway obstruction, bleeding, and shock by using simple triage and rapid treatment techniques. 

Session 4, Disaster Medical Operations, Part II: Covers evaluating patients by doing a head to toe assessment, establishing a medical treatment area, performing basic first aid, and practicing in a safe and sanitary manner. 

Session 5, Light Search and Rescue Operations: Participants learn about search and rescue planning, size-up, search techniques, rescue techniques, and most important, rescuer safety. 

Session 6, Disaster Psychology and Team Organization: Covers signs and symptoms that might be experienced by the disaster victim and worker. It addresses CERT organization and management principles and the need for documentation. 

Session 7, Course Review and Disaster Simulation: Participants review their answers from a take home examination. Finally, they practice the skills that they have learned during the previous six sessions in disaster activity. 

During each of these sessions, participants are required to bring safety equipment (gloves, goggles, mask) and disaster supplies (bandages, flashlight, dressings) which will be used during the session. By doing this for each session, participants are building a disaster response kit of items that they will need during a disaster. Since 1993, when this training was made available nationally by FEMA, communities in 28 States and Puerto Rico have conducted CERT training. A directory of CERT programs in each state is available on FEMA’s website—as of December 2005, there are over 2,000 such programs throughout the U.S.

Technology is also providing new ways to help communities prepare for emergencies. For example, in 2005, researchers at the University of Illinois at Chicago unveiled a video game that simulates biological, chemical, radiological, and natural disasters in a major metropolitan area, that will be used to prepare public health workers for real life emergencies.
 The first scenario in the new video training project simulates a bioterrorism response focused on training thousands of people to dispense mass amounts of drugs and vaccines in the wake of an anthrax attack. Health workers are faced with real-life situations, including a person who may have been exposed to anthrax and a hysterical woman who believes the world is going to end. Throughout the simulation, the game tracks how the health workers respond to various situations and how quickly patients are being evaluated and treated. The simulation project was developed for the Chicago Public Health Department and was unveiled at the U.S. Centers for Disease Control and Prevention’s Distance Learning Summit in September, 2005.

In another example of technology’s application to homeland security training, scientists at the Los Alamos research center in New Mexico have been constructing elaborate computer models of the U.S. to create simulations of a real terrorist attack.
 There are virtual cities inhabited by millions of virtual individuals. And there are virtual power grids, oil and gas lines, water pipelines, airplane and train systems, even a virtual Internet. When planes crashed into the World Trade Center and Pentagon nearly four years ago, the government had little understanding of the weaknesses and interdependencies of power, water, transportation and telecommunications networks. The models have helped officials pinpoint and prioritize where changes need to be made. The scientists continuously run the simulations, testing actions like closing the airport, quarantining a neighborhood or shutting down workplaces. Some findings are obvious: that the invention of air transportation may be the biggest factor in the spread of disease. Others aren’t as easy to guess: that shutting down schools may not help as much as expected because parents are likely to take their children to malls and playgrounds where they can come in contact with others who have been infected. It also turned out that the speed of intervention is much more important than the type of intervention—an important lesson to note, particularly in the wake of the government’s slow response to Hurricane Katrina in 2005.


These kinds of emergency training and simulation initiatives serve to develop the capacity of local communities to respond to terrorist events as well as natural catastrophes. Similar efforts involve public education and information networks. For example, health officials are launching an advertising campaign to encourage Iowa residents to have a plan for dealing with disasters. The campaign, called “Protect Iowa Health,” asks individuals and families to review how they will respond in the event of a disaster and to prepare a disaster kit that includes basic medical supplies and several days of food and water.
 The Department of Homeland Security established Ready.gov, a nationwide public education campaign described as “a common sense framework designed to launch a process of learning about citizen preparedness.”
 Visitors to this online resource are encouraged to download a 16-page emergency preparedness guide, or call 1-800-BE-READY to have a copy mailed to them.

DHS also regularly provides threat alerts to help raise awareness about specific threats, based on new intelligence. For example, on August 6, 2004, the Homeland Security threat level was raised for the financial services sector in New York City, Northern New Jersey and Washington, D.C. (see Figure 1). 

Figure 1: Example DHS/TSA Terrorist Threat Alert

	U.S. Department of Homeland Security, Transportation Security Administration
August 6, 2004

The Department of Homeland Security and the Transportation Security Administration continue to monitor reports on potential terrorist threats in the United States. The United States Government has raised the threat level to ORANGE for the financial services sector in New York City, Northern New Jersey and Washington, D.C. We do have new and unusually specific information about where Al Qa’ida would like to attack. Based on a recent interagency review of available information, we remain concerned about Al-Qa’ida’s continued efforts to plan multiple attacks against the United States possibly employing commercial or general aviation aircraft, including helicopters. As a precaution, increased awareness and reporting throughout the general aviation community is desired. At this time, we have no information on dates for potential attacks. TSA will keep you advised should any additional aviation security measures be warranted as the intelligence and threat situation are further analyzed. 
TSA wants to remind general aviation aircraft and airport operators to review the security measures contained in the TSA Information Publication, Security Guidelines for General Aviation Airports (available online at http://www.tsa.gov/public/interapp/editorial/editorial_1113.xml), and the Aircraft Owners and Pilots Association’s Airport Watch Program materials (available at http://www.aopa.org/airportwatch). In addition, general aviation aircraft and airport operators are encouraged to consider the following: 

· Secure unattended aircraft to prevent unauthorized use. 

· Verify the identification of crew and passengers prior to departure. 

· Verify that baggage and cargo are known to the persons on board. 

· Where identification systems are in place, encourage employees to wear proper identification and challenge persons not wearing proper identification. 

· Direct increased vigilance to unknown pilots and/or clients for aircraft or helicopter rental or charters—as well as unknown service/delivery personnel. 

· Be alert/aware of and report persons masquerading as pilots, security personnel, emergency medical technicians, or other personnel using uniforms and/or vehicles as methods to gain access to aviation facilities or aircraft. 
Be alert/aware of and report aircraft with unusual or unauthorized modifications. 

· Be alert/aware of and report persons loitering in the vicinity of aircraft or air operations areas—as well as persons loading unusual or unauthorized payload onto aircraft. 

· Be alert/aware of and report persons who appear to be under stress or the control of other persons. 

· Be alert/aware of and report persons whose identification appears altered or inconsistent. 

Persons should report suspicious activity immediately to local law enforcement and the TSA General Aviation Hotline at 866-GASECUR (866-427-3287).


Meanwhile, in Florida, thousands signed up for a new emergency alert notification system in Flagler County, through which residents can keep informed of a terror attack or a disaster, such as a chemical spill or a sudden tornado. The free service enables residents to receive timely emergency notices by cell phone, land line, pager, personal data assistant, fax or e-mail.
 Similarly, first responders in Washington, DC and surrounding suburbs in Maryland and Virginia are deploying a common text alerting system for emergency communications aimed at improving communications between themselves and with their citizens. The Roam Secure Alert Network provides for text-based notifications, and combines software, hardware and a secure server configured to support messaging among email accounts, cell phones, satellite phones, Blackberries, pagers and other devices. Each participating jurisdiction—which includes Fairfax, Loudoun and Prince William counties in Virginia and Montgomery County, Maryland and the cities of Alexandria and Arlington, Virginia—has its own redundant system that supports real-time, two-way information sharing among police, fire, emergency management, health, schools and specialty units such as military reserves and urban search-and-rescue teams. The systems also communicate with one another, and citizens can sign up to receive text messages for official emergency alerts.

Clearly, ensuring the ability to communicate with each other is vital for the effectiveness of emergency responders. Using federal money, amateur radio operators and the Fairfield County (Ohio) Office of Emergency Management and Homeland Security have developed a plan to make sure there will be communications in case of a disaster. To make sure amateur operators can communicate in Fairfield County, a system of 13 new antennas are being mounted on one firehouse in each fire department in the county, the Fairfield County Sheriff’s Office, and the Fairfield Medical Center.
 In Colorado, officials are linking all of its first responders together with an 800 MHz radio network.
 Other examples include the Arkansas Wireless Information Network,
 which will allow responders to communicate about man-made and natural disasters through an interconnected radio system, and the Fairfield County (Connecticut) Business Alert System, through which e-mail and voice mail messages are immediately sent to contacts at participating businesses in an emergency.
 Similarly, a number of Mid-Atlantic states are forming what they are calling the All Hazards Consortium, which is meant to better enable emergency management participants to share strategies, integrate planning, and ensure their ability to share voice and data information during emergencies.

4.1. Common Themes in the Effort to Build National Resilience
These and other federal, state and community initiatives seem to address four common themes: preparation, communication, education, and social capital. For example, much of our attention in the post-9/11 homeland security environment has been focused on preparing for future attacks. Specifically, communities have spent a great deal of money and effort on educating and equipping first responders and emergency personnel. These efforts are driven by an overall national focus on preparedness for terrorism (see Appendix A: Homeland Security Presidential Directive on National Preparedness). Meanwhile, the U.S. government is doing its best to communicate to its citizens all that was known about the attacks (particularly through the highly publicizes 9/11 Committee Report
), as well as the threat of new attacks (see Figure 1 above). Education about terrorism and personal safety is also playing an important role in fostering resilience. Public education campaigns of what to do in case of fire have been conducted for years in public schools, office buildings, and so forth (which often include conducting periodic evacuation drills). The Department of Homeland Security has added to this form of education through a number of websites (for example, see www.ready.gov), posters, television advertisements and other types of public awareness campaigns.
The fourth theme—developing social capital—is reflected in the Community Emergency Response Training (CERT) initiatives mentioned above, as well other Citizen Corps-sponsored efforts to engage community members in meeting the challenges of a terrorist threat, such as volunteering to support local emergency responders, disaster relief, and community safety.
 A year before 9/11, Robert Putnam’s bestselling book, Bowling Alone launched a national debate about how Americans are investing increasingly less time and effort on building and maintaining their social networks.
 His research indicated that Americans have become increasingly disconnected from family, friends, and neighbors, and that compared to fifty years ago, we belong to fewer organizations that meet, know our neighbors less, meet with friends less frequently, and even socialize with our families less often. Many of these trends, he argues, are a result of changes in work, family structure, age, suburban life, television, computers, women's roles and other factors. Indeed, it is ironic that while the Islamic extremist movement is driven largely by social network connections, the same patterns of personal interaction and trust-building have eroded in many Western civilizations. This is unfortunate, given that—as described earlier in this essay—social networks have been shown to be important for providing assistance and information relevant to managing traumatic stress.
 After 9/11, according to one study, individuals with smaller social networks, poorer quality social support, and those who resorted to maladaptive coping styles (such as self-blame, substance use and emotional suppression) reported much higher levels of distress after the terrorist attacks.
 Thus, encouraging community members to join organizations like Citizen Corps can help build the social networks that strengthen public resilience. 
These 4 themes (preparation, communication, education and social capital) help provide a framework for understanding how nations build resilience. Thus, under the general umbrella of “homeland security” initiatives, the United States appears to be hard at work building community resilience in order to respond more effectively to future terrorist attacks. However, a review of the initiatives described in this essay suggests that a small handful of recommendations can be formulated.
5. Recommendations

In order to build greater resilience among the American public, there are a number of areas in which new or greater effort can be encouraged. These include: providing new forms of public education; building social capital and strengthening social networks; promoting greater coordination among government agencies and between the private and public sectors; and learning from the resilience of other countries who have dealt with terrorism for many years. Bold leadership is needed at the federal, state and local levels to pursue these and other ideas for building our nation’s resilience.
Provide New Forms of Public Education:  As observed earlier, a significant amount of post-9/11 activity has focused on preparing and educating local emergency personnel for responding effectively to future terrorist attacks. However, there is much that could be done to educate the public at large about the true nature of the terrorist threat. For example, members of the Bush administration have repeatedly claimed that al Qaeda and affiliate terrorist groups seek to attack the United States because of “our values” or “our way of life.” In reality, however, these groups have a set of strategic objectives which they are trying to achieve by their use of terrorism. Thus, perhaps one way to mitigate the impact of a terrorist attack might be to educate the public about the strategy behind the threat and target choices. Knowing why and how the terrorists may strike could help to reduce the perceptions of random ‘anywhere’ vulnerability. Further, gaining an understanding of how the terrorists are trying to manipulate the American public through the use of terror may actually help our communities resist that manipulation. 
There is also a need for more education about fostering resilience in our communities. Perhaps the government could sponsor a program to get the psychological community out there speaking with local officials, emphasizing that in addition to an emergency kit and evacuation plan, attention should be given to strengthening Americans’ ability to deal effectively with the psychological and emotional aspects of terrorism. Indeed, according to Brandon and Silke, education about our own psychological response helps us improve our preparation and ability to respond more effectively to terrorist attacks.

On a similar note, current fears and expectations of a future terrorist attack in the U.S. are likely to involve airlines, large buildings and suicide terrorists, because that is what we have seen. More sophisticated observers may include subways in the their threat analysis, based on events in Madrid and London. However, to date very little attention has been given to the organizational learning/adaptive qualities of terrorist groups, many of which tend to be quite strategic and more sophisticated in their use of violence than the general public tends to believe. The U.S. government can do far more than it has thus far to educate the public about the root conditions and facilitators of terrorism. Are we still portraying the enemy as a wild-eyed crazy terrorist, or a thinking, adaptive enemy with a strategy, new recruits, a global funding and support network, and an ideology that is spreading via mosques, madrasas, universities and the Internet? As Sun Tsu would argue, knowing all we can about the enemy, as well as about ourselves, is vital for success in any conflict.
Build Social Capital and Strengthen Social Networks: According to the APA, resilience can be taught and developed before, during, and after a terrorist event. In a recent online guide for building resilience, they note that “good relationships with close family members, friends, or others are important. Accepting help and support from those who care about you and will listen to you strengthens resilience. Some people find that being active in civic groups, faith-based organizations, or other local groups provides social support and can help with reclaiming hope. Assisting others in their time of need also can benefit the helper.”
 Clearly, it is a mistake to rely solely on the government to deal with the immediate impact of terrorist attacks. Community empowerment must play a prominent role in any national resilience strategy. 
As described in this paper, Community Emergency Response Training (CERT) initiatives have been developed throughout the United States to do just that, and provide an important model for other countries who seek to build resilience in their communities. However, if the social aspect of responses to terrorism is indeed an important aspect of resilience, our government must do more to foster greater social capital; there is more that can be done to promote civic engagement and community networking, in order to address the kinds of social capital development issues raised in Robert Putnam’s book. In addition to community programs like Americorps and Citizen Corps, the government can provide tax breaks to individuals and families that join any number of local organizations and participate in community-building. Overall, we are doing a great deal in terms of preparation (equipment and education) for first responders, but the average citizen is an important asset we must keep in the mix.
Promote Greater Coordination: In the past five years, a flurry of reports (including the 9/11 Commission Report
) have highlighted a lack of intelligence sharing and organizational cooperation that exists throughout many federal and state agencies.
 Many observers have emphasized how we must break down the barriers to interagency cooperation—like organizational culture, differing technologies, turf wars, personality clashes and parochial agendas. Also, agencies at the federal, state and local levels need to be able to communicate effectively; it is a travesty that 5 years after 9/11, the NYPD and FDNY still do not have common frequencies and protocols for communication, despite the fact that this has been highlighted in several post-9/11 investigations as a primary factor behind the deaths of so many police and fire department personnel. We also need public-private coordination in order to address many of the preparation and education-related dimensions of resilience described earlier in this essay. Perhaps most importantly, this coordination can help ensure critical infrastructure redundancy in case of future terrorist attack, since 85% of the nation’s critical infrastructure is owned by the private sector.

Provide Bold Leadership: While it has become a cliché to say that leaders matter most in times of crisis, this is particularly true in fostering a nation’s resilience in the face of terrorism. Leaders communicate challenges and strategies, and provide resources for preparation and education. As described above, our nation’s leaders must do more for social capital development. Much of the current administration’s focus is on combating terrorism, specifically, locating terrorists, disrupting their networks, and bringing violent criminals and extremists to justice. While all of this is clearly in the best interests of the nation, we also need leadership that is dedicated to public education, rather than to secrecy in all matters related to national security. We need our leaders to enlist the support and assistance of the public, and enable them to be responsible contributors to the struggle against terrorism.
In the absence of any significant terrorist attacks on U.S. soil since 2001, one could argue that Americans feel a sense of invulnerability again. Support for security measures which would dramatically inconvenience individuals or commercial transportation has declined a great deal since 9/11. Passengers are now allowed to bring scissors and other small, formerly-declared dangerous and prohibited items aboard domestic U.S. flights. Our nation’s leadership must not allow the public to develop a sense of complacency when it comes to the threat of terrorism, or we risk being unprepared for the next 9/11-style attack.
During World War II, Prime Minister Winston Churchill led the British in a courageous defiance of the Germans despite merciless bombings, an historical event which is often cited as an example of how leaders can inspire a group of people to be strong and resilient even in the darkest of times. Today, the community of responsible nations is facing a threat of terrorist attacks from religiously-inspired extremists, and requires leaders who are able to ensure our peoples’ resilience. Indeed, without strong leadership, a nation risks faltering at the hands of terrorists, awarding them a victory they do not deserve.
Learn From the Resilience of Other Countries: Finally, our efforts can also be informed by studying how other countries have responded to terrorist attacks. Indeed, many countries have shown exceptional resilience in responding to terrorism. For example, terrorist attacks have been endured for decades in places like Colombia, France, Israel, Russia, Spain, Sri Lanka, Turkey, and the United Kingdom. In each of these countries, the terrorists have failed to achieve their objectives. Attacks have not produced massive uprisings of people seeking to overthrow government. In Russia, Spain, Sri Lanka, and Turkey, terrorists have not forced the government to allow ethnic separatist regions to form an independent state. In Israel, terrorists have not forced the government to withdraw military forces from occupied territories. Decades of terrorism in England and Northern Ireland did not result in driving the British and unionists out of Northern Ireland. And in Colombia, terrorist attacks have not weakened the government’s resolve to combat the drug trade or disarm the paramilitaries.

Clearly, the attacks of 9/11 led to a variety of research studies which have illuminated and informed many important U.S. domestic and foreign policy issues. But there are many more areas which can be studied in order to expand our understanding of how to build national resilience and what can be done to manage/mitigate the impact of terrorist attacks. For example, as described earlier, the spread of horror from the terrorist attack of 9/11 was amplified by the mass media. Is there a way that governments can harness the power of the media during times of national crisis that can help build resilience, without impinging on the freedom of the press? Further, there are important questions about political culture and institutions that warrant additional research. For example, are there particular elements inherent in an open, democratic society that foster resilience? Do democracies, by placing a great deal of responsibility in the hands of its citizenry, foster greater levels of national pride, loyalty and patriotism, which in turn help develop the social capital needed for greater national resilience? When a nation’s leaders are elected by the people, and given a considerable amount of trust to act in the best interests of the nation, are they trusted more in times of crisis than the unelected leaders in other countries (who, in general, are often far more often feared by their citizens than trusted)? Also, if the strength of an individual’s or community’s resilience is based to some degree on their social networks, are there parallel dimensions to explore in terms of fostering economic resilience? Indeed, if it can be empirically shown that economic networks which are strong/diverse help a country be more resilient, this would seem to support arguments for the kinds of free markets typical of liberal democratic societies.
6. Conclusion

According to psychologist and terrorism expert Andrew Silke, the attacks of 9/11 have “acted as a powerful catalyst to improve our understanding of the impact of terrorism.”
 This essay has explored this impact, and highlights important issues of national resilience in responding to terrorism. According to the research described here, the psychological impact of 9/11 was strongest among citizens who lived within 100 miles of the attack locations. Children were also profoundly affected by the events of September 11. On a national level, children (regardless of location) were on average more affected by the attacks than adults. The economic impact of the attacks is still being calculated, with some estimates of over one hundred billion dollars. Several industries were hit harder than others, including domestic and international aviation corporations, the insurance industry, and small businesses within the vicinity of the attacks. Also, since 2001, spending on security-related initiatives has skyrocketed in both the public and private sectors. Sociologically, large portions of the American public became seekers, demonstrated by a search for answers, a search for revenge, and/or a search for comfort from their communities, religion, and families. 
Meanwhile, Americans saw an outpouring of support from nations around the world, while domestically they demonstrated a mixture of support for and animosity towards inconveniences of new security procedures at airports, as well as anxiety about possibility of “the next attack”—which led to widespread public support for the Bush administration’s initial policies of invading Afghanistan, the USA PATRIOT Act, and establishing the Department of Homeland Security. Indeed, perhaps the most visible response to the 9/11 attacks has been the near-universal adoption of a new term in the American lexicon—homeland security, a term conceived and used in ways seldom envisioned before 2001. Billions of taxpayers dollars have been allocated for a plethora of new projects—from providing biohazard suits to the fire departments of small towns in Wyoming, to increases in patrols and checkpoints along the Mexican and Canadian borders—all in the name of improving homeland security. The American public’s support for such initiatives is a direct response to 9/11, as beforehand even the mere suggestion that our citizens were vulnerable was given little credence. Now, a newfound sense of vulnerability has led to the most dramatic reorganization of the U.S. federal government in over 50 years, as well as a flurry of national strategies for securing the nation from, and preparing for, terrorist attacks in the future (for example, see Appendix A: Homeland Security Presidential Directive on National Preparedness).
This analysis suggests that while the majority of these strategies and initiatives have focus on four central themes of preparation, communication, education, and developing social capital, there is more we can do in each of these. There is also a need to foster greater interagency cooperation between government agencies and between the public and private sectors. And a strategy for building community resilience in an age of terrorism must incorporate research on the experience of other countries. These and other efforts are helping strengthen the resilience of the American people, and will require strong leadership at the federal, state and local levels. There is still much work to be done.
Appendix A

Homeland Security Presidential Directive-8 (HSPD-8)—National Preparedness

The White House, December 2003

Purpose
(1) This directive establishes policies to strengthen the preparedness of the United States to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and other emergencies by requiring a national domestic all-hazards preparedness goal, establishing mechanisms for improved delivery of Federal preparedness assistance to State and local governments, and outlining actions to strengthen preparedness capabilities of Federal, State, and local entities. 

Definitions 

(2) For the purposes of this directive: 

(a) The term “all-hazards preparedness” refers to preparedness for domestic terrorist attacks, major disasters, and other emergencies.
(b) The term “Federal departments and agencies” means those executive depart-ments enumerated in 5 U.S.C. 101, and the Department of Homeland Security; independent establishments as defined by 5 U.S.C. 104(1); Government corporations as defined by 5 U.S.C. 103(1); and the United States Postal Service. 
(c) The term “Federal preparedness assistance” means Federal department and agency grants, cooperative agreements, loans, loan guarantees, training, and/or technical assistance provided to State and local governments and the private sector to prevent, prepare for, respond to, and recover from terrorist attacks, major disasters, and other emergencies. Unless noted otherwise, the term “assistance” will refer to Federal assistance programs. 
(d) The term “first responder” refers to those individuals who in the early stages of an incident are responsible for the protection and preservation of life, property, evidence, and the environment, including emergency response providers as defined in section 2 of the Homeland Security Act of 2002 (6 U.S.C. 101), as well as emergency management, public health, clinical care, public works, and other skilled support personnel (such as equipment operators) that provide immediate support services during prevention, response, and recovery operations. 
(e) The terms “major disaster” and “emergency” have the meanings given in section 102 of the Robert T. Stafford Disaster Relief and Emergency Assistance Act (42 U.S.C. 5122). 
(f) The term “major events” refers to domestic terrorist attacks, major disasters, and other emergencies. 
(g) The term “national homeland security preparedness-related exercises” refers to homeland security-related exercises that train and test national decision makers and utilize resources of multiple Federal departments and agencies. Such exercises may involve State and local first responders when appropriate. Such exercises do not include those exercises conducted solely within a single Federal department or agency. 
(h) The term “preparedness” refers to the existence of plans, procedures, policies, training, and equipment necessary at the Federal, State, and local level to maximize the ability to prevent, respond to, and recover from major events. The term “readiness” is used interchangeably with preparedness. 
(i) The term “prevention” refers to activities undertaken by the first responder community during the early stages of an incident to reduce the likelihood or consequences of threatened or actual terrorist attacks. More general and broader efforts to deter, disrupt, or thwart terrorism are not addressed in this directive. 
(j) The term “Secretary” means the Secretary of Homeland Security. 
(k) The terms “State,” and “local government,” when used in a geographical sense, have the same meanings given to those terms in section 2 of the Homeland Security Act of 2002 (6 U.S.C. 101). 

Relationship to HSPD-5 

(3) This directive is a companion to HSPD-5, which identifies steps for improved coordination in response to incidents. This directive describes the way Federal departments and agencies will prepare for such a response, including prevention activities during the early stages of a terrorism incident. 

Development of a National Preparedness Goal 

(4) The Secretary is the principal Federal official for coordinating the implementation of all-hazards preparedness in the United States. In cooperation with other Federal departments and agencies, the Secretary coordinates the preparedness of Federal response assets, and the support for, and assessment of, the preparedness of State and local first responders. 

(5) To help ensure the preparedness of the Nation to prevent, respond to, and recover from threatened and actual domestic terrorist attacks, major disasters, and other emergencies, the Secretary, in coordination with the heads of other appropriate Federal departments and agencies and in consultation with State and local governments, shall develop a national domestic all-hazards preparedness goal. Federal departments and agencies will work to achieve this goal by: 

(a) providing for effective, efficient, and timely delivery of Federal preparedness assistance to State and local governments; and 
(b) supporting efforts to ensure first responders are prepared to respond to major events, especially prevention of and response to threatened terrorist attacks. 

(6) The national preparedness goal will establish measurable readiness priorities and targets that appropriately balance the potential threat and magnitude of terrorist attacks, major disasters, and other emergencies with the resources required to prevent, respond to, and recover from them. It will also include readiness metrics and elements that support the national preparedness goal including standards for preparedness assessments and strategies, and a system for assessing the Nation’s overall preparedness to respond to major events, especially those involving acts of terrorism. 

(7) The Secretary will submit the national preparedness goal to me through the Homeland Security Council (HSC) for review and approval prior to, or concurrently with, the Department of Homeland Security’s Fiscal Year 2006 budget submission to the Office of Management and Budget. 

Federal Preparedness Assistance 

(8) The Secretary, in coordination with the Attorney General, the Secretary of Health and Human Services (HHS), and the heads of other Federal departments and agencies that provide assistance for first responder preparedness, will establish a single point of access to Federal preparedness assistance program information within 60 days of the issuance of this directive. The Secretary will submit to me through the HSC recommendations of specific Federal department and agency programs to be part of the coordinated approach. All Federal departments and agencies will cooperate with this effort. Agencies will continue to issue financial assistance awards consistent with applicable laws and regulations and will ensure that program announcements, solicitations, application instructions, and other guidance documents are consistent with other Federal preparedness programs to the extent possible. Full implementation of a closely coordinated interagency grant process will be completed by September 30, 2005. 

(9) To the extent permitted by law, the primary mechanism for delivery of Federal preparedness assistance will be awards to the States. Awards will be delivered in a form that allows the recipients to apply the assistance to the highest priority preparedness requirements at the appropriate level of government. To the extent permitted by law, Federal preparedness assistance will be predicated on adoption of Statewide comprehensive all-hazards preparedness strategies. The strategies should be consistent with the national preparedness goal, should assess the most effective ways to enhance preparedness, should address areas facing higher risk, especially to terrorism, and should also address local government concerns and Citizen Corps efforts. The Secretary, in coordination with the heads of other appropriate Federal departments and agencies, will review and approve strategies submitted by the States. To the extent permitted by law, adoption of approved Statewide strategies will be a requirement for receiving Federal preparedness assistance at all levels of government by September 30, 2005. 

(10) In making allocations of Federal preparedness assistance to the States, the Secretary, the Attorney General, the Secretary of HHS, the Secretary of Transportation, the Secretary of Energy, the Secretary of Veterans Affairs, the Administrator of the Environmental Protection Agency, and the heads of other Federal departments and agencies that provide assistance for first responder preparedness will base those allocations on assessments of population concentrations, critical infrastructures, and other significant risk factors, particularly terrorism threats, to the extent permitted by law. 

(11) Federal preparedness assistance will support State and local entities’ efforts including planning, training, exercises, interoperability, and equipment acquisition for major events as well as capacity building for prevention activities such as information gathering, detection, deterrence, and collaboration related to terrorist attacks. Such assistance is not primarily intended to support existing capacity to address normal local first responder operations, but to build capacity to address major events, especially terrorism. 

(12) The Attorney General, the Secretary of HHS, the Secretary of Transportation, the Secretary of Energy, the Secretary of Veterans Affairs, the Administrator of the Environmental Protection Agency, and the heads of other Federal departments and agencies that provide assistance for first responder preparedness shall coordinate with the Secretary to ensure that such assistance supports and is consistent with the national preparedness goal. 

(13) Federal departments and agencies will develop appropriate mechanisms to ensure rapid obligation and disbursement of funds from their programs to the States, from States to the local community level, and from local entities to the end users to derive maximum benefit from the assistance provided. Federal departments and agencies will report annually to the Secretary on the obligation, expenditure status, and the use of funds associated with Federal preparedness assistance programs. 

Equipment

(14) The Secretary, in coordination with State and local officials, first responder organizations, the private sector and other Federal civilian departments and agencies, shall establish and implement streamlined procedures for the ongoing development and adoption of appropriate first responder equipment standards that support nationwide interoperability and other capabilities consistent with the national preparedness goal, including the safety and health of first responders. 

(15) To the extent permitted by law, equipment purchased through Federal preparedness assistance for first responders shall conform to equipment standards in place at time of purchase. Other Federal departments and agencies that support the purchase of first responder equipment will coordinate their programs with the Department of Homeland Security and conform to the same standards. 

(16) The Secretary, in coordination with other appropriate Federal departments and agencies and in consultation with State and local governments, will develop plans to identify and address national first responder equipment research and development needs based upon assessments of current and future threats. Other Federal departments and agencies that support preparedness research and development activities shall coordinate their efforts with the Department of Homeland Security and ensure they support the national preparedness goal. 

Training and Exercises 

(17) The Secretary, in coordination with the Secretary of HHS, the Attorney General, and other appropriate Federal departments and agencies and in consultation with State and local governments, shall establish and maintain a comprehensive training program to meet the national preparedness goal. The program will identify standards and maximize the effectiveness of existing Federal programs and financial assistance and include training for the Nation’s first responders, officials, and others with major event preparedness, prevention, response, and recovery roles. Federal departments and agencies shall include private organizations in the accreditation and delivery of preparedness training as appropriate and to the extent permitted by law. 

(18) The Secretary, in coordination with other appropriate Federal departments and agencies, shall establish a national program and a multi-year planning system to conduct homeland security preparedness-related exercises that reinforces identified training standards, provides for evaluation of readiness, and supports the national preparedness goal. The establishment and maintenance of the program will be conducted in maximum collaboration with State and local governments and appropriate private sector entities. All Federal departments and agencies that conduct national homeland security preparedness-related exercises shall participate in a collaborative, interagency process to designate such exercises on a consensus basis and create a master exercise calendar. The Secretary will ensure that exercises included in the calendar support the national preparedness goal. At the time of designation, Federal departments and agencies will identify their level of participation in national homeland security preparedness-related exercises. The Secretary will develop a multi-year national homeland security preparedness-related exercise plan and submit the plan to me through the HSC for review and approval. 

(19) The Secretary shall develop and maintain a system to collect, analyze, and disseminate lessons learned, best practices, and information from exercises, training events, research, and other sources, including actual incidents, and establish procedures to improve national preparedness to prevent, respond to, and recover from major events. The Secretary, in coordination with other Federal departments and agencies and State and local governments, will identify relevant classes of homeland-security related information and appropriate means of transmission for the information to be included in the system. Federal departments and agencies are directed, and State and local governments are requested, to provide this information to the Secretary to the extent permitted by law. 

Federal Department and Agency Preparedness 

(20) The head of each Federal department or agency shall undertake actions to support the national preparedness goal, including adoption of quantifiable performance measurements in the areas of training, planning, equipment, and exercises for Federal incident management and asset preparedness, to the extent permitted by law. Specialized Federal assets such as teams, stockpiles, and caches shall be maintained at levels consistent with the national preparedness goal and be available for response activities as set forth in the National Response Plan, other appropriate operational documents, and applicable authorities or guidance. Relevant Federal regulatory requirements should be consistent with the national preparedness goal. Nothing in this directive shall limit the authority of the Secretary of Defense with regard to the command and control, training, planning, equipment, exercises, or employment of Department of Defense forces, or the allocation of Department of Defense resources. 

(21) The Secretary, in coordination with other appropriate Federal civilian departments and agencies, shall develop and maintain a Federal response capability inventory that includes the performance parameters of the capability, the timeframe within which the capability can be brought to bear on an incident, and the readiness of such capability to respond to domestic incidents. The Department of Defense will provide to the Secretary information describing the organizations and functions within the Department of Defense that may be utilized to provide support to civil authorities during a domestic crisis. 

Citizen Participation 

(22) The Secretary shall work with other appropriate Federal departments and agencies as well as State and local governments and the private sector to encourage active citizen participation and involvement in preparedness efforts. The Secretary shall periodically review and identify the best community practices for integrating private citizen capabilities into local preparedness efforts. 

Public Communication

(23) The Secretary, in consultation with other Federal departments and agencies, State and local governments, and non-governmental organizations, shall develop a comprehensive plan to provide accurate and timely preparedness information to public citizens, first responders, units of government, the private sector, and other interested parties and mechanisms for coordination at all levels of government. 
Assessment and Evaluation 

(24) The Secretary shall provide to me through the Assistant to the President for Homeland Security an annual status report of the Nation’s level of preparedness, including State capabilities, the readiness of Federal civil response assets, the utilization of mutual aid, and an assessment of how the Federal first responder preparedness assistance programs support the national preparedness goal. The first report will be provided within 1 year of establishment of the national preparedness goal. 

(25) Nothing in this directive alters, or impedes the ability to carry out, the authorities of the Federal departments and agencies to perform their responsibilities under law and consistent with applicable legal authorities and presidential guidance. 

(26) Actions pertaining to the funding and administration of financial assistance and all other activities, efforts, and policies in this directive shall be executed in accordance with law. To the extent permitted by law, these policies will be established and carried out in consultation with State and local governments. 


(27) This directive is intended only to improve the internal management of the executive branch of the Federal Government, and it is not intended to, and does not, create any right or benefit, substantive or procedural, enforceable at law or in equity, against the United States, its departments, agencies, or other entities, its officers or employees, or any other person. 

GEORGE W. BUSH
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